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1. PF J7-1Jb
c BT OTCRUIE T 7rIVESRRL. P7TUT—arDkEEhE &R
(T ICEBNICIER END T 71 IL

s HBRF(J .pf

2. [Prefetch] 27 =#J)UAS

* PFO 71Vl I BT #IL5
« BENISNIZEITT 7 TILORIRABEDZH(C. T LS1VDIERKIC
ZRIND




- -

PF 7 JLIRKRD R b (BESR51)

date time filename date time filename
04/01/2014 | 14:16:11]|/Windows/Prefetch/EXPLORER.EXE-7A3328DA pf 04/03/2014 | 22:08:59|/Windows/Prefetch/SHSTAT.EXE-3E759080.pf
04/01/2014 | 14:16:20|/Windows/Prefetch/DLLHOST.EXE-71214090.pf 04/03/2014 | 22:08:59(/Windows/Prefetch/FIRETRAY.EXE-83604477 pf
04/01/2014 | 14:17:38]|/Windows/Prefetch/ACRORD32.EXE-33939BD1.pf 04/03/2014 | 22:13:12|/Windows/Prefetch/ TASKMGR.EXE-72398D CO.pf
04/03/2014 | 20:25:40|/Windows/Prefetch/VMWARETRAY.EXE-1DBB7768.pf 04/03/2014 | 22:21:06|/Windows/Prefetch/FIREFOX.EXE-E60COAAT7 .pf
04/03/2014 | 20:25:40|/Windows/Prefetch/VMWAREUSER EXE-83D1845B .pf 04/03/2014 | 22:22:15|/Windows/Prefetch/HELPER.EXE-36267E56.pf
04/03/2014 | 20:26:18[/Windows/Prefetch/NETPLWIZ.EXE-23BBB05C.pf 04/03/2014 | 22:39:19(/Windows/Prefetch/FIREFOX.EXE-E60COAAT .pf
04/03/2014 | 21:03:30|/Windows/Prefetch/ TOPLZAGU .EXE-4EFD8FD3.pf 04/03/2014 | 23:09:26|/Windows/Prefetch/SPINLO CK.EXE-1610A75A pf
04/03/2014 | 21:03:40(/Windows/Prefetch/RUNDLL32.EXE-6706170E.pf 04/03/2014 | 23:10:02[/Windows/Prefetch/ .EXE-6D34D712.pf
04/03/2014 | 21:11:08[/Windows/Prefetch/PSEXESVC.EXE-51BA46F2.pf 04/03/2014 | 23:37:54(/Windows/Prefetish/ EXE-26976709.pf
04/03/2014 | 21:18:21|/Windows/Prefetch/OSCMPGPK.EXE-DDCC6901 .pf 04/03/2014 | 23:45:06|/Windows/Prefe'.ch/ = EXE-BC6DAF49.pf
04/03/2014 | 21:19:56|/Windows/Prefetch/ EXE-62724FEG6.pf 04/03/2014 | 23:54:48[/Windows/Pref ;:tch/A.EXE-8D56B1C4.pf
04/03/2014 | 21:36:22(/Windows/Prefetch/ .EXE-89305D47 .pf 04/03/2014 | 23:54:56(/Windows/Pr¢ etch/SVCHOST.EXE-BD36E5C8.pf
04/03/2014 | 21:36:56|/Windows/Prefetch/DLLHOST.EXE-C85DDD7D.pf 04/04/2014 0:08:58(/Windows/P" .fetch/NTOSBOOT-BOODFAAD .pf
04/03/2014 | 21:44:42|/Windows/Prefetch/ EXE-6D34D712.pf 04/04/2014 0:13:15[/Windows// efetch/SVCHOST.EXE-135A30D8.pf
04/03/2014 | 21:45:44(/Windows/Prefetch/WMIC.EXE-B77E8CD6.pf 04/04/2014 0:13:17|/Windows' refecch/SEARCHINDEXER.EXE—.pf
04/03/2014 | 21:47:59|/Windows/Prefetch/DLLHOT.EXE-9BB7786D.pf 04/04/2014 0:14:30[/Window' ~reletch/WMIADAP.EXE-369DF1CD.pf
04/03/2014 | 22:08:25|/Windows/Prefetch/RUNDLL32.EXE-17E909EA pf 04/04/2014 0:43:06|/Windo'  'Pr fetch/A.EXE-8D56B1C4.pf
04/03/2014 | 22:08:25(/Windows/Prefetch/IE4AUINIT.EXE-0BC11EF2.pf 04/04/2014 0:46:05|/Wind /" ‘efetch/RUNDLL32.EXE-85E123DD.pf
04/03/2014 | 22:08:26(/Windows/Prefetch/REGSVR32.EXE-55A4EE79.pf 04/04/2014 1:09:03|/Wir® /s’ *refetch/HYDRAKATZ.EXE-AODADA85.pf
04/03/2014 | 22:08:33|/Windows/Prefetch/WINMAIL.EXE-D6E90604.pf 04/04/2014 1:18:22)/W  + Prefetch/WERFAULT.EXE-B7E27BES5 pf
04/03/2014 | 22:08:50|/Windows/Prefetch/PRINTISOLATIONHOST.EXE—.pf 04/04/2014 1:52:26|/} s/Prefetch/SC.EXE-BC6DAF49.pf
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svchost.exe & (&

n = . . = | FI—2ay -l
: i’ (G .
_ W e | b 33F2-%— » 05(C:) » Windows » System32 v ¢ | | systemizpie=
— = _ - . o
O)%E t 7— & 5 j _E Z t\\ 5 5 o :;;gbkgpﬁ diskpart.exe diskperf.exe diskraid.exe Dism.exe DismApi.dil
- — Lo O . | & &
O SEEEEF(C(E. svchost.exe & #% & R

[ER =P

dispdiag.exe dispex.dll Display.dll DisplaySwitch.e

LT. BEDODRY D=0 - H—EZX = BE— -
NEENT B LSO TUL S, B'R'E <

&5 05 (C2)
djctq.rs djoin.exe dilhost.exe dilhst3g.exe dinashext.dll
¥Windows¥System32 ([CTT VX ~—Jb | s
B, By, »w | | &%t Microsoft Corporation
@D oS o *5 TPl J{—Tay: 6.2.9200.16384
e e g, | {FEEEET: 2012/07/26 8:59
é ;I/L % (0] o s o s 0s5ke f

dmdlas.dll dmdskmardll dmdskres._dll dmdskres2._dll dmintf.dll
3455 E0IEE 1 {EDEERER 105K :
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s-05 @ [svchost.exe| DAE

1> A ~—IUiEFh

source

sourcetype

\ h [\/]

A

04/04/2014 :22:00]..C. NTFS $MFT
04/04/2014 2:22:00|MACB |PRE Vista/Win7 Prefet{Last run SVCHOST.EXE-BA833CD4.pf — [SVCHOST.EXE] was executed
04/04/2014 2:22:02|.AB FILE NTFS $§MFT $SI [LA.B] tin/Windows/Prefetch/A.EXE-F91CBAOQE.pf
04/04/2014 2:22:10|MAB FILE NTFS $MFT $SI [MA.B] t|/Windows/Prefetch/SVCHOST.EXE-BA833CD4.pf
AER

TV X==IUZFRrME ML L,
AR THNIE. ¥Windows¥System32 T # JLSI TH DM, dllhost T A ILIMER - (RESINTUL\S
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spinlock.exe & (&

malwrs

Quick Overview
Static Analysis
Behavioral Analysis
Metwork Analysis
Dropped Files

Comment Board (0)

Tags: None
Analysis

CATEGORY STARTED

FILE 2014-02-09 09:28:27
File Details

FILE SIZE 2271885 bytes
FILE TYPE PE32 executable (GUI} Intel 80386, for M5 Windows
MD5 6bff2aebb8852fc2658b9768d2166ece

SHA1 61b272b45108e9c343c80a0965c2651d99bfc375

COMPLETED

2014-02-09 09:28:58

DURATION

31 seconds

13



“spinlock.exe” MEEREN S DHERI— 1
SEIPAETNS DLL U X ~

date time MACB | source type filename
04/04/2014 | 0:01:44|..B FILE $SI [...B] time /Users/keiko/AppData/Local/Temp/ MEI57722
04/04/2014 | 0:01:44[MACB [FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/unicodedata.pyd
04/04/2014 0:01:44|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/kernel32.dll
04/04/2014 | 0:01:44|MACB [FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/ ctypes.pyd
04/04/2014 0:01:45|MAC. FILE $SI [MAC.] time |/Users/keiko/AppData/Local/Temp/ MEI57722
04/04/2014 | 0:01:45|MACB [FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/spinlock.exe.manifest
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/bz2.pyd
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time [/Users/keiko/AppData/Local/Temp/ MEI57722/python25.dll
04/04/2014 0:01:45|MACB [FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/MSVCR71.dll
(RN B A
CDETIT71IVIE. PythonTIERE . _ctypes.pyd (CKDDLLAFGEHIAETINTULD,
unicode.pyd M5 (E. —fERIENFI— R TEMIIZ T 7 7 IILZEIET SEEERERII NS,
bz2.pyd M\5(d. T 77 ILOEMEEENMNMEIIIND, Tz, EMEEEERE. Xv D —I8EREBRNIC
_ HLSNSCERZL, J




“spinlock.exe” MKEREZ }

s-O5IRAMDBEL IP PRLX—8

AR
“H

//\J T 2

Offeset(P) Proto | ocal Address Foreign Address State Pid Owner
Ox7d8b0b50 |TCPv4 |0.0.0.0:445 0.0.0.0 Listening 4[System
Ox7d8b0b50 |TCPv6 |::445 0 Listening 4|System
Ox7F451dF8 |TCPv4 |—:62331 224.0.0.252:443 CLOSED 7816 [Skype.exe
Ox7F60AdF8 |TCPv4 1127.0.0.1:5678 127.0.0.1:62608 CLOSED 6404 |svchost.exe
Ox7F632008 |TCPv4 |—:62336 69.171.229.13:443 |CLOSED 7816 |Skype.exe
Ox7F69A310 |TCPv4 [(10.3.20.5:62617 |10.3.20.4:445 CLOSED 4|System
Ox7F6E81B8 |TCPv4 (10.3.20.5:62294 ]10.3.20.4:135 CLOSED 4172 |[taskhost.exe
Ox7F6FF8DO0 |TCPv4 [(10.3.20.5:62295 [10.3.20.4:49156 CLOSED 4172 |taskhost.exe
Ox7F7D6448 |TCPv4 110.3.20.5:49805 [10.3.20.4:445 ESTABLISHED 4|System
Ox7F839098 |TCPv4 110.3.20.5:50817 1199.73.28.114:443 |[CLOSED 1328]|spinlock.exe

HERIS N SENME

IP77 KL X199.73.28.114 DiR— &S 443 (CWH U CTEEZETO>TCTLD, R—EESHSHERIL T, HTTPS
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svchost.exe & spinlock.exe MDICENFEFE

@ svchost.exe

date time MACB | source sourcetype type desc
04/04/2014 | 2:22:00(.A.B FILE NTFS $MFT $SI [AB] t|/Users/keiko/AppData/Local/Temp/a.exe
04/04/2014 | 2:22:00{..C. FILE NTFS §MFT $SI [..C.] ti/Windows/System32/dllhost/svchost.exe
04/04/2014 2:22:00|MACB |PRE Vista/Win7 Prefet|Last run |SVCHOST.EXE-BA833CD4.pf — [SVCHOST.EXE] was executed
04/04/2014 2:22:02|.AB FILE NTFS $§MFT $SI [LAB] t|/Windows/Prefetch/AEXE-F91CBAOQE.pf
04/04/2014 2:22:10|MA.B FILE NTFS $MFT $SI [MA.B]|/Windows/Prefetch/SVCHOST.EXE-BA833CD4 .pf
@ spinlock.exe
date time MACB [ source type filename
04/04/2014 | 0:01:44|.B FILE $SI [..B] time /Users/keiko/AppData/Local/Temp/ MEI57722
04/04/2014 | 0:01:44|MACB [FILE $SI [MACB] time [/Users/keiko/AppData/Local/Temp/ MEI57722/unicodedata.pyd
04/04/2014 | 0:01:44|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/kernel32.dll
04/04/2014 | 0:01:44|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/ ctypes.pyd
04/04/2014 | 0:01:45|MAC. FILE $SI [MAC.] time |/Users/keiko/AppData/Local/Temp/ MEI57722
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/spinlock.exe.manifest
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/bz2 pyd
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/python25.dll
04/04/2014 | 0:01:45|MACB |FILE $SI [MACB] time |/Users/keiko/AppData/Local/Temp/ MEI57722/MSVCR71.dll




77DV Tkeikol DRIEER & HE




(o]

S

1—H'—

(keiko) DIR/EEFE

l

IZIEI

RR—IZH

7’

/\\

date time MACB | source sourcetype type short
04/03/2014 | 21:03:05|MACB |EVTX [Security Event Logged Event ID Security/Microsoft—Windows—Security—Auditing:4624
04/03/2014 | 21:03:05|MACB |EVTX [Security Event Logged Event ID Security/Microsoft-Windows—Security—Auditing:4672
04/03/2014 | 21:03:06|.A.B FILE NTFS $MFT $SI [LAB] time |/Windows/TopLZAGU.exe
04/03/2014 | 21:03:23|M.C. FILE NTFS $MFT $SI [M.C.] time |/Windows/TopLZAGU.exe
04/03/2014 | 21:03:27|MACB |EVTX [System Event Logged Event ID System/Service Control Manager:7030
04/03/2014 | 21:03:27|MACB |EVTX [System Event Logged Event ID System/Service Control Manager:7045
04/03/2014 | 21:03:30|MACB |EVTX |[System Event Logged Event ID System/Service Control Manager:7036
04/03/2014 | 21:03:30|MACB |REG SOFTWARE key [Last Written CMI-CreateHive{3D971F19-49AB-4000-8D39-A6D9C673D809}
04/03/2014 | 21:03:30|MACB |[REG SOFTWARE key |Last Written CMI-CreateHive{3D971F19-49AB-4000-8D39-A6D9C673D809}
04/03/2014 | 21:03:30|MACB |PRE Vista/Win7 Prefet{Last run TOPLZAGU.EXE-4EFD8FD3.pf: TOPLZAGU.EXE was executed
04/03/2014 | 21:03:30|MACB |EVTX [System Event Logged Event ID System/Service Control Manager:7036
04/03/2014 | 21:03:30|MA.B FILE NTFS $MFT $SI [MAB] time |/Windows/Prefetch/TOPLZAGU.EXE-4EFD8FD3.pf
04/03/2014 | 21:03:30|MACB |EVTX |[System Event Logged Event ID System/Service Control Manager:7036
04/03/2014 | 21:03:31|MACB |[EVTX |Security Event Logged Event ID Security/Microsoft-Windows—Security—Auditing:4634
04/03/2014 | 21:03:31|.AB FILE NTFS $§MFT $SI [AB] time |/Windows/Temp/svc.exe
04/03/2014 | 21:11:07|MACB |EVTX [Security Event Logged Event ID Security/Microsoft—Windows—Security—Auditing:4624
04/03/2014 | 21:11:07|MACB |[EVTX |Security Event Logged Event ID Security/Microsoft—-Windows—Security—Auditing:4672
04/03/2014 | 21:11:07|MACB |EVTX |[System Event Logged Event ID System/Service Control Manager:7036
04/03/2014 | 21:11:07|MACB |EVTX |System Event Logged Event ID System/Service Control Manager:7045
04/03/2014 | 21:11:08|.AB FILE NTFS $MFT $SI [AB] time |/Windows/Prefetch/PSEXESVC.EXE-51BA46F2.pf




ABTNOY (keiko) DU E—OT A YV DOIEDH

Security/Microsoft-Windows-Security-Auditing ID [4624] :
()
TargetUserName = keiko
()
LogonType =3 (R kD—=5057)
LogonProcessName = NtLmSsp
AuthenticationPackageName = NTLM
()
IpAddress = 10.35.20.7
IpPort = 3072
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@ EFULETZ7TUST—23 Y

TUERWET
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date time MACB | source sourcetype type user short
04/04/2014 | 15:41:55[MACB |FILE NTFS $§MFT $SI [MACB] time |- /Users/keiko/AppData/Roaming/Microsoft/Excel/XLSTART
04/04/2014 | 15:41:55|MACB |REG NTUSER key Last Written keiko |Software/Microsoft/IMEMIP
04/04/2014 | 15:41:55|MACB [FILE NTFS $MFT $SI [MACB] tlme - /Users/ke|ko/AppData/Roammg/Mlcrosoft/AddIns

() /] () / ()1 /1

04/04/2014

- /] .

15:41:55

\ /1 /)

\ /1 /) aaVa

Arnnl) o W.H

$SI [MACB] time

15:41:59]...

7 1)

time

source

sourcetype

15:42:58

RecentDocs key

15:43:17

RecentDocs ke
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[SIKKEZHERE | . [SIKKZEERE —H —(keiko) = BREDHNHEIC KD T. ExcelCRAONIZ,
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