
ṇ ךּ

ṇ

JPCERT/CC ṇ ṇ



ṇ
Å Ḳ ( צּ שּ (לּ

Å Ḳ (SiSOC)

JPCERT ṇ ṇ ṇ
ṇ ṇ

Å Ḳḱ ︣ ḱ ḱ
ḱ
ḱ ṇ
ḱ ṇ

ṡ ṇ פּ Ṣ
/

ṡ 2013Ṣ HTML5 ︡ Web ṇ
︣

2



שּ

3



JPCERT ṇ ṇ ṇ

ṕJPCERT/CC ( ṇ ṇ ṇ ḱ ṇ ṇ ṇ)Ṗ

Japan Computer Emergency Response Team Coordination Center

ð https://www.jpcert.or.jp/

ð ṇ : ṇ
ḭ ṕ ḭ Ṗ

ð ṇ ḭ ךּףּ
ṇ ḭ ḱ

︢ḭ

ð ︢ ︣ ḭ צּ ṇ
︣ ḭ צּ CSIRT

β CSIRTּצ ︣

( נּ ḭ US-CERT,CERT/CCḭ CNCERT, KrCERT/CCḭ )

פּ ︡ ḭ ṇ

JPCERT/CC

4

https://www.jpcert.or.jp/


2015 JPCERT/CC וֹףּ

Å JPCERT/CC

ü

17,342

Å JPCERT/CCּפ

ü

7,606
לּ

148

JPCERT/CC ṇ https://www.jpcert.or.jp/ir/report.html

ṕ2015 4 Ṍ2016 3 Ṗ

5

ỄỄḯỄệệ טּ ḭ

https://www.jpcert.or.jp/ir/report.html


IT

- IT
-
-

ṇ

- ṇ
-

- ṇ
- אל

ḭ ṇ צּ אל
ḭ ךּףּ צּ ḵ

6



( )

Å ︣ ḭ
צּ כֿ צּ קּ

/

-
- ṇ

- ( ) - ︣

- Web ︣ DoS

- ︣
Web ︠

- SNS 

- צּ אל
ṇ

- Web ︠

- צּ אל
ṇ

- Web ︠

( ︡ )

JPCERT/CC ṇ

7
7



︣ (1/2)

Å לּ ḭ Web ︡ ︠
DDoS כֿלּ טּצּ Ḯ

( )

ïị ểỊ ( )

ïễ ể ( )

[ 47NEWS] http://www.47news.jp/CN/201209/CN2012091401001932.html

8



︣ (2/2)
Å ḭשּ ṇ ṇ
ףḭּצּ רּ לּ ḭךּ Web ︡

לּ

Å ṇ ḭ ︣ ṇ
צּ ךּ

ṇ ṇ

טּ SQL Injection 
צּ פּ

/**/1=1/**/and/**/union/

9



#OpKillingBay

ï ︣ ︣

ï Tweet Storm Twitter ︡ ṇ צּ
טּ ḭצּ ḭ ṇ ︣ כֿ
טּ

ï

Å ︣

Å

Å

ṕ ḭשּ ︡ ךּ Ṗ



( )

Å ︣ ḭ
צּ כֿ צּ קּ

/

-
- ṇ

- ( ) - ︣

- Web ︣ DoS

- ︣
Web ︠

- SNS 

- צּ אל
ṇ

- Web ︠

- צּ אל
ṇ

- Web ︠

( ︡ )

JPCERT/CC ṇ
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Web
Å ṇ ḭ ︡ ḭ
︠ אל Web טּצּ

Å ḭ ︡ ︡ (
)ḭ ︣ כֿ

ḱWeb 

12



ṇ
Å (2015 )

ï 1,495

ï 30 7300

ḭ פּ צּ נּ כֿ ḱḱḮ
cf. ֹו ṇ ḱ וֹףּ ︡ ︣ נּ

http://www.zenginkyo.or.jp/abstract/news/detail/nid/3349/

13

ṇ ︣
( ) http://itpro.nikkeibp.co.jp/atcl/news/16/030300664/?rt=nocnt



ךּ ṇ ךּףּ ḭ

︣ ṇ ṇ צּ

ṇ
14



(Web )

ṇ

ṇ
15



︣ ( )

Å 2016 2 ḭ Hollywood Presbyterian Medical Center
צּ ︣ צּ ︡

Å ︢ ḭỎở ḭ צּ
ḭוֹ צּ כֿ

Å 40BitCoin( 17,000 ) ḭךּ
︡ ṕ Ṗ

1
6

Hollywood Presbyterian Medical Center
ךּ

http://hollywoodpresbyterian.com/default/assets/File/
20160217%20Memo%20from%20the%20CEO%20v2.pdf



( )

Å ︣ ḭ
צּ כֿ צּ קּ

/

-
- ṇ

- ( ) - ︣

- Web ︣ DoS

- ︣
Web ︠

- SNS 

- צּ אל
ṇ

- Web ︠

- צּ אל
ṇ

- Web ︠

( ︡ )

JPCERT/CC ṇ

17



︣

18

( )

http://itpro.nikkeibp.co.jp/article/NEWS/20130320/464581/
http://itpro.nikkeibp.co.jp/article/NEWS/20130525/479521/
http://itpro.nikkeibp.co.jp/article/NEWS/20130423/472869/

Å ￼ḭֿכֿכ צּ

Å

ḱ

ḱ

ḱ

ḱ קּ

ḱ ︣



(APT ) ךּ

¸ ḭ ṇ
ךּ

אל ︣ Ḯ
¸ ︡ḭ

︣ ḭ ḭ
ṇ
כֿ צּ Ḯךּ

¸ ︣ כֿ ︡ḭ
︡ ḱ
Ḯ

¸ ṇ ︣ Ḯ
¸ ︣ Ḯ
¸ ṇ ḭ ￼ḭ שּ Ḯ

APT ḭ ︡ ףּ ḭ אל
ḭ ︡ צּ ︣ כֿ Ḯ

ṥ Ṧ

ṇ פּ︡
︡ Ḯךּ ḭ

ṡצּ
Ṣ אל Ḯ

ṥ Ṧ
ṇ

וֹ Ḯ נּ ḭ ︡
ḭ

︣
כֿ טּ Ḯ

ṥ Ṧ

︣ וֹ
שּ ṇ צּ טּ
Ḯ ḭ
צּ ︣

ṇ צּ
טּצּ Ḯ

אל

¸ לּ
¸ לּ
-ID
-

¸

¸

¸

¸ ḭ

¸

¸ ḭ צּ ︡︣

ṕAdvanced) ṕPersistentṖ ṕThreatṖ

19



APT
Å Mandiant ṇ APT 

ḭ

ï פּ ḭ20 141 פּ

אל

ï ︣ קּ וֹפּ ḭ צ94%ּ פּ

ï אל ךּ ḭ356 טּ ḭ צּ
ךּ 1764 טּ

ï ṇ ︣ ḭ פּ
ḭ אל ךּ ḭ ḭ

ḭ Ṅ ṇ ḭ E ṇ

︡

( ) 

MandiantIntelligence Center Report
http://intelreport.mandiant.com/
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ṇ
Emvidi ︡ ḭ ︢

ṕ ḭC2 ṇ Ṗ

Note: The icons refer to the 
following

indicators.
: Domain name registrant
: Domain name
: Host name
: File name
: Network administration organization

: IP address
: Malware

טּ
︡

︡
ṕ ṇ Ṗ

Â נּ צּ ךּ
Â פּ
Â ḱ ︢ ︡ צּ

All rights reserved.
2
1
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ṡ Ṣ וֹףּ ṇ

Åṡ טּ ךּ לּ Ṣ
פּ וֹ ḭ צּ קּ
קּ ךּ פּ

Å ḱ ṇ לּךּ פּ ḭṡ צּ
ךּ פּ ḭוֹ ( ) אל ︡

︡￼ Ṣךּ אל Ḯ ︡ לּ צּ Ḯ

ẓ לּ טּצּ

1. Credibility( ) ︢
2. Awareness( ḱקּ ) ḭקּ ︣
3. Understanding( ) ךּ
4. Solution( ) ︣ ḭ ︣
5. Enactment( ) ︣כֿ

ḱ ṇ וֹףּ CAUSE
( )KE Rowan: ¬Why Rules for Risk Communication Are Not Enoughº

2
3



ךּ

Â קּ ךּ ḭ שּ
60 ︡ טּצּ ( צּ )

ẓ ︣ ︡ḭ
נּ צּ ṕ CSIRT Ṗ

︡

טּ

60

ể
טּ ︡

ךּ פּ
ḭצּ ￼︡ ṇ צּ וֹ ךּ

ḭ ︡ ךּ ḭ
︡ ךּ ךּ כֿ צּ ךּ

ḱ ṇ לּךּ פּ ḭṡ צּ ךּ פּ
ḭוֹ ( ) אל ︡ ︡￼ Ṣךּ אל Ḯ
︡ לּ צּ Ḯ

2
4



ṇ

Å נּ
cf.ṡ ṇḱ ḱ צּ נּ Ṣ

ḱ (2016)

Å צּ ︣
ex. Sony(PSN)ḭ ḭJTB 

Å ḭ ︣ צּ
ex. JTB NTT docomoḭYahoo Japan 

https://www.nttdocomo.co.jp/info/notice/page/160614_00_m.html http://blogs.yahoo.co.jp/yjtravel_staff/20970682.html



ṇ

No.

ể ṇ ḭ

Ễ ṇ

ễ ṇ ︣ נּ

Ệ ṇ ṇ ṇ ṕPDCAṖ

ệ ḭ ṇ ṇ ṇ ṇ

Ỉ ṇ ṕ ḭ Ṗ

ỉ IT ṇ

Ị ︢

ị ṕ ḭCSIRTṖ ḭ פּ

ểỂ צּ ḭ

2
6

ỄỂểệ IPAּצ וֹ ṇ
נּ Ḯ
ṡ ṇ Ṣ אל ךּ Ḯ



ṇ ︢

Å 2009 ḭA B

Å 2011 ḭA ︡ (SQL
צּ( ḭ ṇ צּ ךּנּ

Å 2011 ḭA B ︡ ḭ ḭ
ךּ ḭ 1קּ

Å 2014 ḭ B ︡ 2262 לּ
לּ ︢ ṕ Ṗ

B A

ṇ

ḵ
ḭ ︣ פּ ḭצּ
ṡSQLצּ Ṣ ︣ ︡ ףּ ḭ
ṡ ︡ ︣ קּ Ṣ טּ אל



פּ
צּ ︣

ṇ צּ ךּ

צּכֿכֿ

ḱ ︢

נּ וֹףּ

צּכֿכֿ

ṇ

ṇ

ḭ ḭ ṇ ṇ
V ṕ ṇ ḭ : Ṗ
V ṇ ṕIT Ṗ
VIT

2
8



︣
Å (*)

ï ṇ ḭ ḭ ḭ ḭ

ï ḭ ṇ ( Ḳ צּ ṇ (Ḵפּ

(*)ḱḱIT ︣ ḭ

ḭ ḭDoSךּנּ לּךּ

ךּנּ
ṇ

Web
︠

ṥ Ṧ
ḱ ︡

( Ḳ ṇ )
ḱ ︡

ךּ

ṇ

29



נּ ḱḱḱ
Å ỄỂểỆ ḭ SSL ︣ ṡOpenSSLṢ

︣ ךּנּ צּ אל Ḯ אל ףּ
ḭּך וֹ שּ︡פּףּ ךּ טּ Ḯ צּ ךּ
ḭ נּ ︡ ףּ

שּ ḭ צּ Ḯ

ï ṇ ḭצּ וֹ פּ ṇ

ï וֹ ḭ ṇ ︣

ï ︣

ï וֹ ḭ ḭ ṇ

The HeartbleedBug
http://heartbleed.com/

JPCERT/CC OpenSSL ︣

https://www.jpcert.or.jp/at/2014/at140013.html
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ךּ

Å

ï ︡ḭ ךּ וֹ כֿ ︡ḭ
תּ ḭ ︡ ḭנּ
ךּ ︡ḭ

Å ṡ ṇ Ṣ ךּ שּ ṇ

ïṡּפּך ︡ Ṣפּתּ פּ כֿ
צּ ךּ

Å ṇ שּ ḰḰḰ

ï ṕ Ṗ

ï ṕ ךּ Ṗךּ

ï

ṡ ︣ Ṣ ךּ
ṕ צּ Ṗ

ṕ אל ḭ ︣ טּ Ṗ

31



Å ḭ נּ ḭ
ḭ אל ḭ קּ וֹ
נּ שּףּ טּצּ

ṕ Ṗ

ṕ Ṗ

ṕ Ṗ

ṕ Ṗ

ḭ ḭנּ
︣ ( )ò ︡

32



Å ṇ שּ כֿ ḭשּ ︡
︣ נּ

Å טּ ḭ ṇ
טּ ḭ ךּ

ṕ Ṗ

ÅểỂỂṾ צּ ךּ ḭ צּ ḭ צּ ︡
נּ טּצּ (CSIRT)

Å ṇ ︡ ḭ פּ
￼ ḭ ṇ פּ ḵ



CSIRT 

CSIRT 

CSIRT ṕ Ṗ ṕ Ṗ

¸ ︡

· Ḳ Email Ṋ

· Ḳ

·CSIRT

· ḭ

· ṕ Ṗ

· ṕ ṇ פּ
︡ḭ Ṗ

· ṕ
ḭ ḭPhishing 
Ṗ

¸

· ṇ

·

¸ ︡

· Ḳ ṕểểị Ṗ

· Ḳ ḭ

·

· ḭ

· ︣

·

·

¸

·

· Ṋ וֹפּ
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