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= NIST SP 800-61H33K 5%t
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e Preparation
v Secure systems, networks, application against attacks
- e.g., security patches

e Detection & Analysis(’l’ﬁ%ﬂ&ﬁj\ﬁ')

v Detect sign of an incident.
- e.g., various types of countermeasures

e Containment/Eradication & Recovery(F1A /iR #E&E1E)
v Mitigate damage
- Few solutions
e Post-Incident Activity
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= BACnet (Building Automation and Control Network)

08/07 15:09:07 end 82. 57 IS 133.6. 140 40000 47808 wudp bacnet
08/07 15:08:34 | start 82. 57 IS 133.6. 140 40000 47808 udp bacnet
08/07 15:06:29 end 82. 5.6 IS 133.6. 38 40000 47808 wudp bacnet
08/07 15:06:19 | end 93. 62 RO 133.6. 211 40000 47808 udp bacnet
08/07 15:06:06 end 82. 56 IS 133.6. 225 40000 47808 udp bacnet
08/07 15:05:56 | start 82. 5.6 IS 133.6. 8 40000 47808 wudp bacnet
08/07 15:05:53 end 82. 57 IS 133.6. 19 40000 47808 wudp bacnet
08/07 15:05:46 | start 93. 62 RO 133.6. 211 40000 47808 udp bacnet
08/07 15:05:33  start 82. 5.6 IS 133.6. 225 40000 47808 wudp bacnet
08/07 15:05:20 | start 82. 57 IS 133.6. 19 40000 47808 wudp bacnet
08/07 15:03:26 end 82. 5.6 IS 133.6. 30 40000 47808 wudp bacnet
08/07 15:02:53 | start 82. 5.6 IS 133.6. 0 40000 47808  udp bacnet
08/07 15:02:19 end 82. 57 IS 133.6. 6 40000 47808 wudp bacnet
08/07 15:01:47 | start 82. 57 IS 133.6. 6 40000 47808 udp bacnet
08/07 15:00:06 end 93. 62 RO 133.6. ) 40000 47808 udp bacnet
08/07 14:59:33 | start 93. 62 RO 133.6. ] 40000 47808 udp bacnet
08/07 14:59:28 end 82. 57 IS 133.6. 5 40000 47808 wudp bacnet
08/07 14:58:55 | start 82. 57 IS 133.6. 5 40000 47808 udp bacnet
18 08/07 14:58:40 end 93. 62 RO 133.6. 211 40000 47808 wudp bacnet

08/07 14:58:08 | start 93. 62 RO 133.6. 211 40000 47808 udp bacnet
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shodan!|Z £ A EREIEHE)

08/07 15:11:05 | start s H 142 us 133.6.2 40000 47808 udp

bacnet
’osm1s:n:o4 ‘md ‘195 0.114 ‘us ‘ 133.6. ‘40000 ‘moe ‘uq: ‘bacnu
08/07 15:11:00  start 196 0114 us 133.6. 40000 47808  udp bacnet
’wons:m:qg ‘u\d ‘ss. 92.138 ‘us ‘ 133.6.1 ‘40000 ‘moe ‘ucb ‘bamet
08/07 15:10:46  start 66. 36119  US 133.6. 40000 47808  udp bacnet
’08/0715:10:40 ‘stzt ‘71. 142 ‘us ‘ 133.6.0 ‘40000 ‘moe ‘ucb ‘bacnet
08/07 15:10:38 | start 66. 92138  US 133.6. 40000 47808  udp bacnet
‘08/0715:10:32 ‘stzt ‘19! 0.114 ‘us ‘ 133.6. ‘40000 ‘moe ‘ud: ‘bacnet
08/07 15:10:24 | end 7. 142 us 1336 40000 47808  udp bacnet
’08/0715:10:21 ‘end ‘71. 200 ‘us ‘ 133.6.¢ ‘wooo ‘moe ‘um ‘bacnet
08/07 15:10:20 | end 19 974 us 133.6. 40000 47808 udp bacnet
‘oa/ons:m:zo ‘md ‘71. 131 ‘us ‘ 1336. ‘40000 ‘moe ‘ucb ‘bacnet
08/07 15:10:20  end 7. a3 us 133.6.; 40000 47808  udp bacnet
‘os/ons:m:m ‘end ‘71. 142 ‘us ‘ 1336. ‘40000 ‘moe ‘ud: ‘bacnet
08/07 15:10:17 | start 66. 92138  US 1336. 40000 47808  udp bacnet
‘oa/ons:lo:os ‘end ‘19& 9.98 ‘us ‘ 1336. ‘40000 ‘moe ‘ud: ‘bacnet
08/07 15:10:01 | end 7. 142 us 1336. 40000 47808  udp bacnet
‘08/0715:09:51 ‘sﬂt ‘71. 142 ‘us ‘ 1336. ‘wooo ‘moe ‘ucb ‘bacnet
08/07 15:09:49  start 7. 200 us 133.6.¢ 40000 47808 udp bacnet
lesmm ‘sm ‘ 19 974 ‘us ‘ 133.6. ‘40000 ‘moe ‘ucb ‘bacnet
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bacnet - Shodan Search

A
4
)

Developers ContactUs Blog

New to Shodan? Login or Register

*% Exploits

TOP COUNTRIES Showing results 1 - 10 of 5,489
173. .34
Instance ID: 199
Object Name: ColorCourt_199
Firmware: 3.4.43

Windstream Communications

BE United States

Location: unknown

Details

Application Software: Tridium 3.4.51
Model Name: NiagaraAX Station

United States 3,602 Description: Local BACnet Device object

Canada 683

Taiwan, Province ... 95

Australia 91 208.° .60

Germany 85 BACnet ADPU Type: Error (5)

Oricom Internet

I+| Canada
BACnet 5,446 Details
HTTP 18
- b 163 177
:::?S : MOEC Instance ID: 4194303
B Taiwan, Taipei O?jeCt Rane e
. Firmware: 0.99
21 LGLAe LA, [P Ll o] petalls Location: WebAccess
AT&T Internet Ser... 338 Application Software: 7.0

Comcast Busines... 243 Model Name: WebAccess Bacnet Server
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