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pfTop: Up State 1-72/72, View: default, Order: bytes

pE 0_soC OEST SIATE  AGE  EXD DTS BWTEG
tcp I 192.168.1.2:1048 18.10.18.2:88 4:4 728 §od488 159K 184M
tcp 0 192.168.1.2:1848 18.19.19.2:8 4:4 728 86488 159K 184M
tcp I 192.168.1.2688:1232 18.1@.18.2:3389 4:4 873 God488 19248 12M
tcp O 192.168.1.288:1232 18.18.18.2:3389 4:4 873 Sod4e8 19248 12M
tcp 0 127.98.8.1:33842 127.8.0.1:6379 4:4 1148 Sed488 15687 1031K
tcp T 127.8.8.1:33842 127.8.09.1:6379 4:4 11458 86488 15637 1e31K
tcp I 192.168.1.2:18046 192.165.1.1:88 5:9 758 7 419 127K
tcp T 192.168.1.2:1847 1%2.168.1.1:88 9:9 7438 26 486 116K
tcp I 192.168.1.2:1049 192.165.1.1:88 4:4 658 86397 367 187K
tcp T 1%2.168.1.2:1285 1%2.168.1.1:88 4:4 43 fodee 123 47786
tcp I 192.168.1.2:1171 192.168.1.1:3088 5:9 83 7 51 48893
tcp I 192.168.1.2:1195 192.168.1.1:3888 5:9 el 29 45 39653
+orn T 137 188 1 21140 147 T&8 1 1«2 AwA a® REICTD FT1 MIRT3R
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Act Time Source Destination
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Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

LAN Address 80 * * Anti-Lockout Rule

IPvd TCP * * 10.10.10.2 BO (HTTP) *
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Snort Alerts 0

Interface/Time Src/Dst Address Description

LAN 192.168.1.200:1149 (http_inspect) UNESCAPED
Aug 08 09:11:24  10.10.10.2:80 SPACE IN HTTP URI

LAN 192.168.1.200:1149 ET ATTACK_RESPONSE C&CH—/\H5CMD shellZ
Aug 08 09:05:54  10.10.10.2:80 Possible MS CMD Shell opened HEINT-C LA

LAN 10.10.10.2:80 (http_inspect) NO CONTENT-
Aug 08 08:54:17 192.168.1.200:1149 LENGTH OR TRANSFER-

LAN 192.168.1.200:1149 (http_inspect) BARE BYTE
Aug 08 08:54:07 10.10.10.2:80 UNICODE ENCODING

LAN 192.168.1.200:1149 ET TROJAN Bozok RAT checkin =fRiEEY—IL(Bozok)ZFFAL =
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LAN
Aug 08 09:55:53
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LAN
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LAN
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(portscan) TCP Filtered
Portscan

(portscan) TCP Filtered
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SPACE IN HTTP URI

ET ATTACK_RESPONSE
Possible MS CMD Shell opened

(http_inspect) BARE BYTE
UNICODE ENCODING
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