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HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\
Active Setup\Installed Components\{GUID}
StubPath = "{malware path and filename}"
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* Send system information (Lan IP, Wan IP, Computer name, Username, Account Type, OS)
* Send hardware information (CPU speed, Memory)

* Manage Files (Search, Download, Upload, Execute, Rename, Delete)
* Manage Registries (Search, Modify, Delete, Rename, Create)
Manage Processes (View, Kill, Suspend, Unload Module)

* Manage Services (View, Start, Stop, Edit, Install, Uninstall)

* Manage Devices (View, Enable, Disable, Remove)

* Manage Windows

* Relay server

View,copy and uninstall applications

* View active ports

* Perform a shell command

* Download and inject remote codes to legitimate processes
* Log keystrokes and active window

Capture screenshots

* View webcam activity

* Listen to microphone audio

* Update, Uninstall, Restart the malware

* Retrieve cached passwords and hashes
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* {malware path}\McVsShld.exe - non malicious, used by the malware to load the malicious dll
* C:\Users\Public\Documents\yoshiDATA.dat - configuration file, also detected as BKDR_POISON.TUHB
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* Windows Server 2003 0154 :
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* In HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Active Setup\installed Components\{GUID}
* StubPath = "{malware path and filename}"
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Windows 2000, XP & U Server 2003 D54 :
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Windows Vista., 7 $&U Server 2008 D54 :

[AB—NZEDUYDL, #RFTE A HHHIC regedit EA S, Enter #HLET,

Windows 8. 8.1 5&LU Server 2012 Di5H&
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Iregedit FFAEBFTCANTILEDNHNES (KXF/IWXFRREFSNEEA) .
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HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Active Setup>Installed Components>{GUID}
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StubPath = "{malware path and filename}"
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