Page 1

-2

LY OBREEH

B UFRXE
WA &b

AmAFEAN FRIAIRFHEREFTHS

I Page 2
Ok IVEMINIEL D

AmAEEAN IR FHEREFTHS




" 00 Page 3
TILHTTEE?

n AREREMEEZTAIET, AVEA—20TO9SLALIZHLT
WEEXMZALGEEH DV I T DT

=z

m malware = malicious(EE. 4 35) + software

m RRGEENDHD
JA4ILR
J—Ls
rOADKE
ARINAHTT
SO LOITE

AmAFEAN FRIAIRFHEREFTHS

" JEE Page 4

AL AE

n BCEE#REZIES, O E1—4207a9 S AICRLTH
EEMASEIIIEREINT=<ILOLT

m

Sk=RYE
s BREPCOMEFANTEHILIEITOYSLEZESTHRZT), HOPCIZUAILAE
AVAR—ILT B

&K

n BREPCHT—ERMLTVLLEEDRLIZGSETAELGEHERSLN
A

n BREPCHDERDHEE, HSA, SMEIRHE IREOERLGVWEEGHETS

AmAEEAN FIAIKRFHERBFTHS




" JEE Page 5

7 — L&

m B CTECEIERIEET, D TOS S LDEMEEFILITIZY,
FAZBOERLGWEFHZRI TILOIT

m 4
EEICBCERKLETRI I A
2 RRNTOYS LOI—FOBEEDEELAL
Sl=RELT
T—ADHEACHIBREFEEITIDDHAZLY
DAILARPRO/DRE LB L TREFREN R

R i
&%
ABAEEAN RILIKXKEERBEDS
" I Page 6

FOAMDKREHE

m FAFICESTEREVIMNIITEZEREPCIZEKL,
iR BB OESRGIEITOVILITT
m EEIZLLERBEICIS TITETS2DLHS
RAT(Remote Access Tool)EFEIXNBZEMH S
W ERIS 472 %C&C(Command & Control)H—/ \ERE S

m B

ERIEIZ L DY — N\ IS T MER -
BETYIRY T ELTEIET S
B S RE L AL e
1= fR iR
g Bk 5 B s — >
RS

AmAEEAN FIAIKRFHERBFTHS




= BN Page 7
FOADKREDFELE

m /\YIRT7EI(RAT)
43—y MEHTIEMPCERERET 50DV I+ILT
m /\A)—FEGHEE
IDXYOPWEEDRBERZEHMELI-Y I )T
m Aon—454—%
INYIRTF ERBARETOTSLES I O—KTBYITRIIT
m FOy/—H
RAETOTSLNRNEEIN=T77/ILEREPCIZFOYT TS
Ao O—RBZLERTIZFAIINGA XA KREMERIZH D
s O R
JL—AXODNSEHRZEL, PCLICEABRATOFX O H—N\ZREET S

AmAFEAN FRIAIRFHEREFTHS

" S Page 8
ANADITIE

n FIAZDBRTIEL, NELIBREHEFITEETS
F=ODOFRETOT S LDOETHR
m
FIABENGOINLENESIT/N\YITSHURTIERINEITS
ERDVILIITZIZHEALTVWDEENHD
n FIABEFEROIEDT=O
INET BIERIL, ID/PWOTSA/\—IFHE
m FEEE
DARTLEZAR
rOAMDKE
TEOTT7
FSYvF T OyF—

AmAEEAN IR FHEREFTHS




= B Page 9
Ry NEE

m RYREIEIENBTIL DT TICRRELI-PCETHERINDLR
kI —4
FrOADAREZE RPNV VEPCTHRINE-RYRT—41,
EFENBBENHS

n HE~HHAETHRERET, REEDETTEFEIT S
DDoSKE % AL M= H A N—BBPOR/LA—)L, RN TEIC

ERSNBCLN B
e wg q
,A; ¥y 4 .
C&CH—/N\ - " I
ERAISATU
BEEORIE
s DEMEEA RIASHELE RS
" Page 10
—
Y LI T HE

n REPCOFAIZHPBENTHET, BREDEKRET S
_ExBRELI=TILOTT

m Ransomware = Ransom(& {{ &) + Software
m B
PCHIARIZHIRZMN TS
n J7MILEES{EE
n I ROAYOH
FIREFRD =D AV — HRRTREINSD

S22 4
e

E5 1t

AmAEEAN FIAIKRFHERBFTHS




" JdE00 Page 11
Y LTI KAHEFIE

n U LI ORICIEERTHETTMILERESIET D
DELHH D

Mz

.__I§

A7 e MR T 5 il B0 pe W
! aWef
LI i
6, st =t MITERE. 5[0l
L [

A IR |

ER=R (1] Rl

AmAFEAN FRIAIRFHEREFTHS

" JdE00 Page 12
Y L)ITNDEEX

n U LDITVICRERITLEEGRETERTH-ODEHE
XHARTEIND

Iz AL BRE AN FIHA AT

= & Howto_Restore_FILES - Windows st b

2 C:wUsersisjk-victimyDesitopstowto_Re 2 = © || £ C:¥UsersWsfkvictim¥De, ., FFAR{F) v EBP) -

NOT YOUR L USE Goegle

“What happened to your files?
A 6 yousr Bl s potocted By A strang ancryplion with RSA-S095
More information about the encryption RSA-4096 can be found here: hitp.flen wikipedia org/wikiRS4_(cryplosystem)

What does this mean?
This muans that the structune and data within your files have been imevocably changed. you will not b
with thm, road thom of 560 Bhem, it i e same thing as losing thom forsver, bt with our help, you ¢

How did this happen?

Especially for you, on our server was generated the secrel keypas RSA-05 - public and private

Al your S wore encryplid with the public by, which has been transermed 1o your computer via the Inbemet
Docrypting of YOUR FILES is only passibl with the halp of the privats koy and decrypt peogram, which is
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NOT YOLR LANGUAGE? USE httes:/ftranslate. goosle. com
What happened to wour files ¥

Al of your files were protected by a strong encrypt ion with FSA-4095, .
More information about the encrvption kevs using REA-4096 can be found here: htte:/Ven wikipedia. ore/wiki/REA_(cnmtosysten)
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