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— Hard Pass: Declining APT34’s Invite to Join Their Professional
Network (FireEye, 2019)

https:/www.fireeye.com/blog/threat-research/2019/07/hard-pass-declining-apt34-invite-to-join-
their-professional-network.html

M LinkedIn (CC Cambrldge University DRFREZE D CTEN(TAD
& YLDV RRENGFE

— [&=] hEigTE. BECE Linkedin ZBHWTEN(SED
ATANHESR TN TUL\D (Secureworks, 2015)

Hacker Group Creates Network of Fake LinkedIn Profiles

https://www.secureworks.com/research/suspected-iran-based-hacker-group-creates-network-
of-fake-linkedin-profiles

B EFENREIR: A —ILSAADIER
2019 Data Breach Investigation Report (Verizon, 2019)

https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf

— T®H Cyber-Espionage (CHSULVYT. Social Attack D55 84% H'
A—)ULICEHK T DED EFHRBATND

— —J3 . Mobile ¥2 Social Media ANDIFEEEMRND
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B IR T1YS2OhTHhNI=EH ~ COBALT DICKENS
Back to School: COBALT DICKENS Targets Universities

https://www.secureworks.com/blog/back-to-school-cobalt-dickens-targets-universities

— 1470E 76 RECEENRSN A—ANZUF7, AFHSH,. F

i, 1 ATID)L. BER, XA X. ML, RE. XEF)

— COBALT DICKENS OD/EE)J(;F'%% L/T EENDEE%RE -
%ﬁk (Mabana Institute) B
%%éhtm% e 9%
(2018£3H) w

— X=)VIcKD, HBOY -
A IR—D(CHE

— m b\ﬂIElﬁ*Ej@h:
%D EIJ | B $I§/\O) Tgtz Figure 1. Countries with targeted universities. The darker the color, the higher the number of affected
ZITO CUWNIEEEND  vesies source: secveworss

Hi 88 https://www.secureworks.com/blog/back-to-school-cobalt- dlckens -targets-universities
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TA18-086A
Brute Force Attacks Conducted by Cyber Actor

M Brute Force Attacks Conducted by Cyber Actors
— 1= >N (Mabna Institute DB 5) (CXD P/ \—IKEE
— Password-Spray IWEWX T 4w 2 OX—)LIREICKDIB
$EHY§§ * Z:.I__EDO’I/ D Mabna Institute

As previously detailed, the Mabna Institute was publicly identified in an FBI indictment as a

o
f@a I | S s CERT front company engaged in hostile state-sponsored cyberespionage on behalf of the Iranian
E"m, 5(0“5 qQ, state. Our OSINT research identified a single domain, mabna-ins[.]Jir, which could correspond

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

to the group. The domain was previously hosted on an Iranian IP 5.144.130[.]23 and since
April 22, 2017, points at German VPS P 144.76.87[.]86. This VPS also hosts over 2,000 other

domains, most of which are .ir domains.

HOME ABOUT US CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES VP

Alert (TA18-086A) Mare Aleris
Brute Force Attacks Conducted by Cyber Actors

revised

S Print | | Twest| [ Send Share

Systems Affected
Metworked systems
OQverview

According to information derived from FBI investigations, malicious cyber actors are increasingly using a style of brute force attack known as password spraying
against organizations in the United States and abroad

On February 2018, the Departrent of Justice in the Southern District of New York, indicted nine Iranian nationals, who were associated with the Mahna Institute,

for computer intrusion offenses related to activity described in this report. The techniques and activity described herein, while characteristic of Mabna actors, are
not limited salely to use by this group.

5| F: US-CERT, https://www.us-cert.gov/ncas/alerts/TA18-086A

Source: mabna-ins[.Jir

5|A: Recorded Future, https://www.recordedfuture.com/iran-hacker-hierarchy/
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